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DESEREC is funded under the 6th FWP (Sixth Framework Programme) in the context of the Information Society Technologies: IST–2004–026600–DESEREC.

The fast growth of highly interconnected Communications and Information Systems (CIS), and their use to carry out critical activities, has opened an important issue regarding the resilience, reliability and security of these CIS’s. This strong interdependence increases the consequences of accidents, failures, attacks and implies high vulnerabilities.

DESEREC provides to the European critical CIS’s an overall framework able to answer to all types of incidents that can happen on such critical systems. These incidents can be classified in three families:
· Attacks from the outside (aimed at Intrusion or Denial of Service).

· Intrinsic failures (hardware failure, software fault, environment).

· Misbehaviour or malicious internal use, which is the most unpredictable by nature.

These incidents act on the system with different levels of impact and time scale. For this, the DESEREC framework includes three response loops working on three answering timings to provide a proper answer to all types of incidents categorized according to their level of impact.
· A few seconds to locally respond to a severe and well characterised incident and to launch emergency curative procedures to avoid the escalation process or dramatic damage.

· Some minutes to detect a very complex problem and to allow time to adapt the system through computer aided reactions.
· Some hours to model a new configuration of the information system optimised for a new situation.
Project Objectives

DESEREC aims to define a framework to increase the dependability of existing and new networked Information Systems, responding efficiently to attacks from the outside, intrinsic failures and misbehaviour or malicious internal use. To do this, DESEREC proposes an architecture based on the following modules:

· Modelling and simulation.

· DESEREC devises and develops innovative approaches and tools to design, model, simulate, and plan critical infrastructures to improve their resilience.

· Fast reconfiguration with priority to critical activities.

· DESEREC provides a framework to respond in a quick and appropriate way to a large range of incidents to mitigate the threats to the dependability and to thwart the problem.

· Incident detection and quick containment.

· DESEREC integrates various detection mechanisms to ensure fast detection of severe incidents and avoid any impact propagation.
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In this architecture, the problem detection, reaction, monitoring and associated reconfiguration processes do not need to be carried out by the devices, services or applications affected. Instead, there is a common framework to model, reconfigure and detect attacks, malicious internal use or internal failures. In this way, when such a problem occurs, the affected nodes can interact with the framework modules, which will take the needed actions.

The DESEREC architecture is able to detect problems affecting the monitored CIS. Upon such a problem being discovered, a self-learning improvement mechanism performs an intelligent system reaction and adaptation. The reaction is intended to keep the problem effects to a minimum, whereas the adaptation aims to recover system operation as fast as possible. The whole architecture operation is model-driven, so simulation and planning of the abstract models is also a mandatory task.

As can be seen, DESEREC gathers together problem detection, modelling, simulation, redundancy and reconfiguration in one single Research Project. Thus, DESEREC proposes a joint step forward to improve the CIS which supports the critical services.
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Project Architecture

The following scheme depicts an architecture overview in order to achieve the objectives proposed.
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WP1: Horizontal processes

The “horizontal processes” work package is in charge of some tasks strongly interrelated with each other:

· Addressing of the user requirements concerning dependability, resilience and security.

· Risk analysis to identify the main risks incurred by the system and the potential damages of failures on the system and its environment.

· Design of a system architecture for DESEREC.

WP2: Operational planning

The “operational planning” work package deals with the creation of planned operational modes, or standard configurations. It is divided in three activities:

· Modelling, which deals with models of information systems, their intended behaviour (policies), and risks.

· The simulation and formal verification, which checks the expected behaviour of the system when configured in a specific way and is subject to specific inputs and faults.

· The planning to create the tools for managing information and scenarios needed to configure the target system and react to faults and attacks.
WP3: Deployment and hot reaction

This work package addresses the automated reconfiguration process to ensure the setup and deployment of an operational planning and its hot adaptation following the detection of all types of incidents that can occur on the system (attacks, failures, misbehaviour).

WP4: Fast cicatrisation

The “fast cicatrisation” work package is in charge of detecting a possible fault (result of an intrusion or an incident) as close as possible from the origin to propagate the alert and launch local quick responses.

WP5: Dissemination and exploitation

The “dissemination and exploitation” work package is aimed at coordinating the collection of research and technical results from the other work packages, and reaching the maximum number of potential and interested end-users in the European ICT community, in order to promote their widespread adoption.

WP6: Training

The “training” work package will organize a number of DESEREC training workshops, which will be settled during the project runtime.

· Workshop on “The Concepts and Requirements for Increasing Dependability and Security of Information Systems”.

· Workshop on “The Mechanisms used for Increasing Dependability through Enhanced Reconfiguration”.

· Workshop on “The Results and Applications of DESEREC”.
· Workshop on “Architecture, Modelling and Tools for Increasing Dependability and Security of Information Systems”.
WP8: Integration, validation and demonstration

The “integration, validation and demonstration” work package will show the improvement brought by DESEREC in the field of resilience. The demonstrator will be applied to three test bed environments to validate the DESEREC approach.

Testbed Scenarios

The fulfilment of the DESEREC objectives are evaluated by taking into account three typical cases of critical infrastructure provided through three partners:

· OTE, a telecommunication operator in Greece.

· TV over IP testbed.

· RENFE-Operadora, the national railway operation in Spain.

· Ticket selling and Timetable scenario.

The following figure depicts a generic abstract architecture which the three scenarios proposed above comply with.
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In this figure we can see the logical work flow proposed in DESEREC. The managed CIS is modelled for simulation and planning purposes, which is part of WP2’s operational planning task. Through system monitoring and problem detection, the architecture can know when hot reaction (WP3) and fast healing (WP4) actions are needed. The specific actions taken are then used to update the CIS model for allowing re-simulation.
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